
IRONSCALES 
 IRONSCALES Starter End User License Agreement 

 
 
BY TAKING ANY STEP TO SET-UP, CONFIGURING OR INSTALLING THE PLATFORM, YOU EXPRESSLY ACKNOWLEDGE 
AND AGREE THAT YOU ARE ENTERING INTO THIS IRONSCALES Starter END USER LICENSE AGREEMENT, AND INTO 
ITS EXHIBIT: THE DATA PROCESSING ADDENDUM (“DPA”) (TO THE EXTENT APPLICABLE) (COLLECTIVELY,  
HEREINAFTER “AGREEMENT”), AND THAT THIS AGREEMENT CONSTITUTES A BINDING CONTRACT BETWEEN 
IRONSCALES LTD., AND ITS AFFILIATES (AS DEFINED IN EXHIBIT A TO THIS AGREEMENT) (“WE”, “US”, “OUR”, 
“COMPANY”), AND YOU OR, TO THE EXTENT THAT YOU ARE A COMPANY OR OTHER LEGAL ENTITY, ANY 
INDIVIDUAL EMPLOYEE DESIGNATED BY YOU TO USE THE PLATFORM FOR YOUR BENEFIT (COLLECTIVELY, 
HEREINAFTER “USER”). THE TERMS "YOU" AND "YOUR" WILL APPLY COLLECTIVELY TO SUCH USER, UNLESS 
OTHERWISE EVIDENT FROM THE CONTEXT. 
 
YOU HEREBY REPRESENT AND WARRANT THAT YOU ARE DULY AUTHORIZED TO ENTER INTO THIS AGREEMENT ON 
BEHALF OF THE USER AND THAT YOU HAVE THE PROPER AUTHORITY TO LEGALLY BIND THE USER BY THIS 
AGREEMENT. 
 
YOU HEREBY WAIVE ANY APPLICABLE RIGHTS TO REQUIRE AN ORIGINAL (NON-ELECTRONIC) SIGNATURE OR 
DELIVERY OR RETENTION OF NON-ELECTRONIC RECORDS, TO THE EXTENT NOT PROHIBITED UNDER APPLICABLE 
LAW.  
 
IF YOU DO NOT AGREE WITH ALL THE TERMS OF THIS AGREEMENT OR DO NOT HAVE THE AUTHORITY TO ENTER 
INTO THIS AGREEMENT ON BEHALF OF YOUR COMPANY OR OTHER LEGAL ENTITY, CEASE ALL USE OF THE 
PLATFORM. 
 
1. Definitions:  

 
1.1. “User Data” means User’s Personal Data included in Schedule 1 of the DPA (as defined below). 
1.2. “Documentation” means the technical specifications, user-guides and tutorials associated with the Platform, as provided by the 

Company. 
1.3. “Feedback” means suggestions, comments or feedback (whether orally or in writing) with respect to the Platform.  
1.4. “Marks” means all trademarks, service marks, logos, insignia or any other designation of source or origin, whether registered 

or not. 
1.5. “Output Reports” means the findings provided to User by Company regarding network security threats that the Platform has 

detected. 
1.6. “Platform” means the Company’s proprietary automated security assessment and anti-spear phishing training platform, and the 

Documentation. 
1.7. “Platform Analyses” means information and data related to the User’s use of the Platform, the User’s network architecture and 

layout, the Platform’s functions and processes as carried out on the User’s network and security threats in the User’s network 
that the Platform has detected that does not identify the User, users or other entities and is combined with the data of other users. 

 
2. License; Restrictions 

 
2.1. License. Subject to the terms of this Agreement, Company hereby grants you, during the Term, a limited, non-exclusive, non-

transferable, non-sublicensable, revocable right, to install and use the Platform for your internal purposes in accordance with the 
Documentation (the “License”). We may add, modify or discontinue any feature,  functionality or any other tool, within the 
License, at our soleown discretion and without further notice. However, if we make any material adverse change in the core 
functionality of the Service, then we will use commercially reasonable efforts to notify you by posting an announcement on the 
Platform or by sending you an  email. 
   

2.2. Restrictions. You may not, by yourself or through others :(i) sell, lease, sublicense or distribute the Platform, or any part thereof, 
or otherwise transfer the Platform or allow any unauthorized third party to use the Platform in any manner; (ii) reverse engineer, 
decompile, disassemble or otherwise reduce to human-perceivable form the Platform’s source code; (iii) modify, revise, enhance 
or alter the Platform; (iv) copy or allow copies of the Platform to be made that were not authorized by the Company; (v) make 
the Platform accessible to other users or the public; (vi) circumvent, disable or otherwise interfere with security-related features 
of the Platform or features that prevent or restrict use or copying of any content or that enforce limitations on use of the Platform; 
(vii) interfere or attempt to interfere with the integrity or proper working of the Platform; (viii) remove, alter or obscure any 
proprietary notice or identification, including copyright, trademark, patent or other notices, contained in or displayed on or via 
the Platform; (ix) use the Platform to perform competitive analysis, testing or for any benchmark purposes; (x) to violate any 



applicable laws, rules or regulations, or for any unlawful, harmful, irresponsible, or inappropriate purpose, or in any manner that 
breaches this Agreement, and/or (xi) represent that you possesses any proprietary interest in the Platform. 
 

2.3. Usage Audit. During the Term, Company reserves the right to and shall periodically audit your use of the Platform, namely the 
number of email accounts on which the Platform is deployed in.  

 
2.4. Fraudulent Use of the Platform. Without prejudice to any other right the Company has under this Agreement or under applicable 

law, the Company may employ technological measures to detect and prevent fraudulent or unauthorized use of the Platform or 
parts thereof. The Company may suspend and/or revoke your License without prior notice, if the Company, at its sole discretion, 
has deemed your use of the Platform to be fraudulent or outside the scope of the License.  

 
3. Open Source and Third Party Licenses. The Platform: (i) includes certain open source code software and materials as further 

detailed in the Documentation (“Open Source Software”), that are subject to their respective open source licenses (“Open Source 
Licenses”); and (ii) may include third party proprietary software (which are not subject to Open Source Licenses) (“Third Party 
Software”), subject to their respective license agreement(s) (“Third Party Terms”). Such Open Source Licenses and Third Party 
Terms contain provisions concerning warranty, copyright policy and other provisions. By executing this Agreement, You hereby 
acknowledge and agree to comply with the terms and conditions of the Open Source Licenses and Third Party Terms, as may be 
amended from time to time.  In the event of any inconsistencies or conflicting provisions between the provisions of the Open Source 
Licenses and/or the Third Party Terms and the provisions of this Agreement, the provisions of the Open Source Licenses and/or Third 
Party Terms shall prevail. 
 

4. Title and Intellectual Property 
 
4.1. Platform. All rights, title and interest in and to the Platform, including but not limited to, patents, copyrights, trademarks, trade 

names, service marks, trade secrets and other intellectual property rights, and any goodwill associated therewith, are owned by 
or licensed to the Company. Other than what is expressly granted by this Agreement, the Company does not grant any other 
rights to patents, copyrights, trademarks (whether registered or unregistered), trade names, trade secrets, domain names or any 
other rights, functions, licenses or content with respect to, or in connection with, the Platform. Nothing in this Agreement 
constitutes a waiver of the Company’s intellectual property rights under any law, and any rights not granted to User herein is 
expressly reserved by the Company.  
 

4.2. Platform Analyses. Company may compile Platform Analyses in an aggregated form to create statistical analyses, and for 
research and development purposes, and make available such Platform Analyses in a form that does not identify User or any 
individual. It is hereby agreed that Company shall retain all right, title and interest in such Platform Analyses.  

 
4.3. Feedback. It is further agreed that to the extent You provide Company with Feedback, You acknowledges that any and all rights, 

including intellectual property rights in such Feedback shall belong exclusively to Company and that such shall be considered 
Company's Confidential Information (as defined below), and You hereby irrevocably and unconditionally transfer and assign to 
Company all intellectual property rights in such Feedback and waive any and all moral rights that You may have in respect 
thereto. It is further understood that use of Feedback, if any, may be made by Company at its sole discretion, and that Company 
in no way shall be obliged to make use of any kind of the Feedback or part thereof. 
 

4.4. Trademarks. All goodwill arising out of any use of a Party’s Marks, by the other Party, will inure solely to the benefit of the 
proprietor Party. Each Party agrees that it will not engage or participate in any activity or course of action that dilute, diminishes 
or tarnishes the image or reputation of the other Party or its Mark. 
 

4.5. ANY USE OF THE PLATFORM IN VIOLATION OF THE LICENSE GRANTED HEREUNDER OR RESTRICTIONS 
IMPOSED IN THIS AGREEMENT MAY RESULT IN THE REVOCATION OF THE LICENSE AND MAY EXPOSE YOU 
TO CLAIMS FOR DAMAGES.  

 
5. Confidentiality 

 
5.1. Each party (“Disclosing Party”) may, from time to time during the term of this Agreement, disclose to the other party 

(“Receiving Party”) certain information regarding the Disclosing Party’s business, including, but not limited to, technical, 
marketing, financial, employee, planning, and other confidential or proprietary information (“Confidential Information”). The 
Receiving Party will not use any Confidential Information of the Disclosing Party for any purpose not expressly permitted by 
this Agreement, and will disclose the Confidential Information of the Disclosing Party only to its employees or contractors who 
have a need to know such Confidential Information for purposes of this Agreement and who are under a duty of confidentiality 
no less restrictive than the Receiving Party’s duty hereunder, provided that the Receiving Party shall remain liable for any breach 
of these confidentiality provisions, by such employees or contractors. The Receiving Party will protect the Disclosing Party’s 



Confidential Information from unauthorized use, access or disclosure in the same manner as the Receiving Party protects its own 
confidential or proprietary information of a similar nature and with no less than reasonable care. 
 

5.2. The Receiving Party’s obligations under this Section, with respect to any Confidential Information of the Disclosing Party, shall 
not apply to and/or shall terminate if and when the Receiving Party can document that such information: (a) was already lawfully 
known to the Receiving Party at the time of disclosure by the Disclosing Party; (b) was disclosed to the Receiving Party by a 
third party who had the right to make such disclosure without any confidentiality restrictions; (c) is, or through no fault of the 
Receiving Party has become, generally available to the public; or (d) was independently developed by the Receiving Party 
without access to, or use of, the Disclosing Party’s Confidential Information. In addition, the Receiving Party will be allowed to 
disclose Confidential Information of the Disclosing Party to the extent that such disclosure is required by law or by the order or 
a court of similar judicial or administrative body, provided that the Receiving Party notifies the Disclosing Party of such required 
disclosure promptly and in writing and cooperates with the Disclosing Party, at the Disclosing Party’s reasonable request and 
expense, in any lawful action to contest or limit the scope of such required disclosure.  

 
6. User Data 

 
6.1. User hereby acknowledges and agrees that Company is acting as a data processor and will use User Data only in performing its 

obligations under this Agreement. Company will implement appropriate technical and organizational measures to protect the 
User Data provided by User against unauthorized or unlawful processing and against accidental loss, destruction, damage, 
alteration or disclosure of the User Data.  
 

6.2. User shall comply at all times with all applicable privacy and data protection laws and regulations (including the EU General 
Data Protection Regulation (“GDPR”)) and industry guidelines to which User is subject, for allowing Company to use the User 
Data in accordance with this Agreement (including, without limitation, the provision of such data to Company, the transfer of 
such data by Company to its affiliates and subcontractors, including transfers outside of the European Economic Area), including 
provide all appropriate notices, obtain all appropriate informed consents, as applicable.  
 

6.3. Where applicable, and in the event User fails to comply with any data protection or privacy law or regulation, the GDPR and/or 
any provision of the DPA attached hereto as Exhibit A, then: (a) to the maximum extent permitted by law, User shall be fully 
liable for any such breach, violation and/or infringement of User Data); (b) in the event of any claim of any kind related to any 
such breach, violation and/or infringement, User shall defend, hold harmless and indemnify Company and Company's affiliates 
and subsidiaries (including, without limitation, their employees, officers, directors, subcontractors and agents) from and against 
any and all losses, penalties, fines, damages, liabilities, settlements, costs and expenses, including reasonable attorneys' fees; and 
(c) the limitation of User’s liability under Section 9 below shall not apply in connection with Sections 6.3(a) and 6.3(b) above. 

 
7. Term and Termination 

 
7.1. Term. This Agreement will be effective as of the date upon which User accepts these the terms and conditions under this 

Agreement, and shall remain in effect unless terminated in accordance with the terms of this Agreement (“Term”). Either party 
may terminate this Agreement, including the License to use granted hereunder, at any time with fourteen (14) days prior written 
notice, or immediately to the extent that a User chooses to procure a paid subscription to the Platform. 

 
7.2. Consequences of Termination. Upon termination of this Agreement, You shall: (i) immediately cease all use of the Platform or 

the License; (ii) return the Platform and all Documentation and related materials in Your possession to the Company; (iii) erase 
or otherwise destroy all copies of the Platform or the License in your possession, which is fixed or resident in the memory or 
hard disks of its computers; and (iv) return to Company any and all Company’s Confidential Information in your possession.  

 
7.3. Survival. The provisions of this Section 7.3 (Survival), 2.2 (Restrictions), 4 (Title & Intellectual Property), 5 (Confidentiality), 

7.2 (Consequences of Termination), 8 (Disclaimers) 9 (Limitation of Liability), 10 (Indemnification) and 12 (General) shall 
survive the termination or expiration of this Agreement. 

 
8. Disclaimers 

  
8.1. THE PLATFORM IS PROVIDED, AND MAY PROVIDE THIRD PARTY SOFTWARE PURSUANT TO SECTION 3, ON 

AN "AS IS" AND "AS AVAILABLE" BASIS, AND THE COMPANY HEREBY DISCLAIMS ALL OTHER WARRANTIES 
EXPRESS, IMPLIED, OR STATUTORY, INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, ACCURACY, AND NON-INFRINGEMENT 
OF THIRD PARTY RIGHTS. WITHOUT LIMITING THE FOREGOING, THE COMPANY SPECIFICALLY DISCLAIMS 
ALL REPRESENTATIONS AND WARRANTIES THAT THE PLATFORM WILL MEET YOUR REQUIREMENTS OR 
FULFILL ANY OF YOUR NEEDS. TO THE EXTENT THE COMPANY MAY NOT, AS A MATTER OF APPLICABLE 



LAW, DISCLAIM ANY WARRANTY, THE SCOPE AND DURATION OF SUCH WARRANTY SHALL BE THE 
MINIMUM PERMITTED UNDER SUCH LAW. 
 

8.2. You acknowledge that the Platform relies on network, infrastructure, hardware and software, partly managed and operated by 
others. The Company does not warrant that the Platform will operate in an uninterrupted or error-free manner, or that it will 
always be available, free from errors or omissions, malfunctions, bugs or failures, including hardware failures, software failures 
and software communication failures. For the avoidance of doubt, the Company will assume no liability whatsoever for damages 
incurred, in connection with any fault by You or any third party’s harmful components impacting Your computer network (such 
as computer viruses, worms, computer sabotage, or “denial of service” attacks). 

 
8.3. You further acknowledge that certain aspect of the Platform are designed for training purposes, and may include developing, 

customizing, and sending fake cyber security attack campaigns for purposes of employee training, but that You, and not the 
Company or its Affiliates, will be responsible for Your compliance with all laws and governmental regulations, and any results 
in connection with your use of the Platform. 
 

9. Limitation of Liability 
 
9.1. IN NO EVENT WILL THE COMPANY BE LIABLE TO THE USER WITH RESPECT TO THE SUBJECT MATTER OF 

THIS AGREEMENT FOR ANY INDIRECT, SPECIAL, EXEMPLARY, STATUTORY, INCIDENTAL OR 
CONSEQUENTIAL DAMAGES, LOSS OF DATA, LOSS OF PROFITS, INABILITY TO USE THE PLATFORM OR 
RELIANCE UPON THE OUTPUT REPORTS, WHETHER SUCH DAMAGES ARE BASED ON CONTRACT, TORT, OR 
ANY OTHER LEGAL THEORY, EVEN IF THE COMPANY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES;  THE COMPANY’S ENTIRE LIABILITY ARISING FROM THIS AGREEMENT WILL NOT EXCEED $US 
100.THE FOREGOING LIMITATIONS AND EXCLUSIONS IN THIS SECTION 9 SHALL APPLY: (i) EVEN IF THE 
COMPANY HAS BEEN ADVISED OF THE POSSIBILITY OF ANY DAMAGES OR LOSSES; (ii) EVEN IF ANY 
REMEDY SET FORTH HEREIN FAILS OF ITS ESSENTIAL PURPOSE; AND (iii) REGARDLESS OF THE BASIS OR 
THEORY OF LIABILITY. 
 

10. Indemnification 
 
10.1. You shall indemnify, defend and/or settle, and hold the Company and its directors, officers, employees, and agents, harmless 

from and against any and all liabilities, losses, damages, costs and expenses (including reasonable attorneys’ and experts’ fees) 
incurred by the Company pursuant to any third party claim demand, action, suit, proceeding, damages, losses and/or liability 
arising from or related to (ai) User’s breach of any of its obligations under this Agreement; and/or (ii) negligence, 
misrepresentation, error, omission or acts of the User. 
 

 
11. General 

 
11.1. Force Majeure. Neither party will be liable to the other party for failure or delay in performance of any of its obligations under 

or in connection with this Agreement arising out of any event or circumstance beyond that party’s reasonable control, including 
without limitation an Act of God, endemic, pandemic, fire, flood, lightning, war, revolution, act of terrorism, riot, civil 
commotion, adverse weather condition, adverse traffic condition, strike, lock-out or other industrial action, and failure of supply 
of power, fuel, transport, equipment, raw materials, or other goods or services. 
 

11.2. Injunctive Relief. In the event of breach of this Agreement or the License hereunder, You hereby acknowledge that such a breach 
may cause irreparable harm to the Company for which monetary or other damages may not be an adequate remedy, and therefore, 
in addition to any other legal or equitable remedies, the Company will be entitled to seek an injunction or other equitable remedy 
against such breach in any competent jurisdiction. 
 

11.3. Analytic Tools. Notwithstanding any other provision of this Agreement, we may collect and use Anonymous Information 
(defined below) relating to your use of the Platform for the purpose of improving our products and services. “Anonymous 
Information” means information which does not enable identification of an individual, such as aggregated and analytics 
information. You can opt out at any time by providing us with written notice. 

 
11.4. Assignment. This Agreement, and any rights and licenses granted hereunder, may not be transferred or assigned by You without 

our prior written consent,  but may be assigned by Company without restriction or notification. Any assignment in breach of this 
Agreement shall be null and void. 
 

11.5. Governing Law and Jurisdiction. This Agreement and any dispute related thereto or in connected therewith, will be exclusively 
governed by, and construed in accordance with, the laws of the State of Israel, without regard to its conflicts of law principles 



which may result in the application of provisions of law other than those of Israel. In such a case, the sole and exclusive 
personal jurisdiction and venue for any legal proceedings in connection with this Agreement will be in the competent courts 
located in Tel-Aviv, Israel. 
 

11.6. Entire Agreement and Severability. This Agreement constitutes the entire and complete agreement between you and us 
concerning any use of, or in connection with, the Platform. This Agreement supersedes all prior oral or written statements, 
understandings, negotiations and representations with respect to the subject matter herein. If any provision of this Agreement is 
held invalid or unenforceable, that provision must be construed in a manner consistent with the applicable law to reflect, as 
nearly as possible, the original intentions of the parties, and the remaining provisions will remain in full force and effect. The 
Company reserves the right to amend this Agreement at any time by posting the modified Agreement at www.ironscales.com. 
Such modifications will be effective ten (10) days after such posting, unless express otherwise. Therefore, we ask you to check 
back periodically for the latest version of this Agreement.  
 

11.7. No Waiver of Rights and Remedies. Neither Party will, by mere lapse of time, without giving notice thereof, be deemed to have 
waived any breach by the other Party of any terms or provisions of this Agreement. A waiver by either Party, of any breach, will 
not be construed as a waiver of subsequent breaches or as a continuing waiver of such breach. 

 
 
 
 

* * * * * 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Exhibit A 

DATA PROCESSING ADDENDUM 

 
 
 
WHEREAS,  IRONSCALES shall provide the Platform set forth in the Agreement for User, as described in the Agreement; and 
 
WHEREAS,  The Platform may entail the processing of personal data in accordance with the Data Protection Laws and Regulations 

(as defined below); and  
 
WHEREAS,  the parties wish to set forth the arrangements concerning the processing of Personal Data within the context of the 

Platform and agree to comply with the following provisions with respect to any Personal Data, each acting reasonably 
and in good faith. 

 
NOW THEREFORE, in consideration of the mutual promises set forth herein and other good and valuable consideration, the receipt and 
sufficiency of which are hereby acknowledged by the parties, the parties, intending to be legally bound, agree as follows: 
  



1. INTERPRETATION AND DEFINITIONS 

1.1 The headings contained in this DPA are for convenience only and shall not be interpreted to limit or otherwise affect the 
provisions of this DPA. 

1.2 References to clauses or sections are references to the clauses or sections of this DPA unless otherwise stated. 

1.3 Words used in the singular include the plural and vice versa, as the context may require.  

1.4 Capitalized terms not defined herein shall have the meanings assigned to such terms in the Agreement.  

1.5 Definitions:  

(a) “Services” means the Platform provided by the IRONSCALES to the User under this Agreement. 

(b) “Affiliate” means any entity that directly or indirectly controls, is controlled by, or is under common control 
with the subject entity. “Control”, for purposes of this definition, means direct or indirect ownership or 
control of more than 50% of the voting interests of the subject entity. 

(c) “Authorized Affiliate” means any of User's Affiliate(s) which (a) is subject to the Data Protection Laws 
And Regulations of the European Union, the European Economic Area and/or their member states, 
Switzerland and/or the United Kingdom, and (b) is permitted to use the Platform pursuant to the Agreement 
between User and IRONSCALES, but is not a party to the Agreement with IRONSCALES and is not a "User" 
as defined under the Agreement. 

(d)  “Controller” or “Data Controller” means the entity which determines the purposes and means of the 
Processing of Personal Data. For the purposes of this DPA only, and except where indicated otherwise, the term 
"Data Controller" shall include yourself, the User and/or the User’s Authorized Affiliates.  

(e) “Data Protection Laws and Regulations” means all laws and regulations, including the EU Data Protection 
Directive 95/46/EC, the General Data Protection Regulation (EU) 2016/679 (the “GDPR”), and local laws and 
regulations of the the European Economic Area and their Member States, Switzerland and the United 
Kingdom, applicable to the Processing of Personal Data under the Agreement. 

(f) “Data Subject” means the identified or identifiable person to whom the Personal Data relates. 

(g) “Member State” means a country that belongs to the European Union and/or the European Economic Area. 
“Union” means the European Union. 

(h) “IRONSCALES” means IRONSCALES Ltd.   

(i) “IRONSCALES Group” means IRONSCALES and its Affiliates engaged in the Processing of Personal Data. 

(j) “Personal Data” means any information relating to an identified or identifiable natural person; an identifiable 
natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such 
as a name, an identification number, location data, an online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. 

(k) “Process(ing)” means any operation or set of operations which is performed upon Personal Data, whether 
or not by automatic means, such as collection, recording, organization, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or destruction. 

(l) “Processor” or “Data Processor” means the entity which Processes Personal Data on behalf of the 
Controller. 

(m) “Sub-processor” means any Processor engaged by IRONSCALES. 

(n) “Supervisory Authority” means an independent public authority which is established by an EU Member 
State pursuant to the GDPR. 

 
2. PROCESSING OF PERSONAL DATA 

2.1 Roles of the Parties. The Parties acknowledge and agree that with regard to the Processing of Personal Data, 
(i) User is the Data Controller, (ii) IRONSCALES is the Data Processor and that (iii) IRONSCALES or members 
of the IRONSCALES Group may engage Sub-processors pursuant to the requirements set forth in Section 5 “Sub-
processors” below. 

2.2 User’s Processing of Personal Data. User shall, in its use of the Platform, Process Personal Data in accordance 
with the requirements of Data Protection Laws and Regulations. For the avoidance of doubt, User’s instructions 
for the Processing of Personal Data shall comply with Data Protection Laws and Regulations. User shall have 
sole responsibility for the means by which User acquired Personal Data. Without limitation, User shall comply 
with any and all transparency-related obligations (including, without limitation, displaying any and all relevant and 
required privacy notices or policies) and shall have any and all required legal bases in order to collect, Process and 
transfer to Data Processor the Personal Data and to authorize the Processing by Data Processor of the Personal Data 
which is authorized in this DPA.  

2.3 Data Processor’s Processing of Personal Data. Subject to the Agreement, Data Processor shall Process Personal 
Data in accordance with User’s documented instructions for the following purposes: (i) Processing in accordance 



with the Agreement and this DPA and to provide the Platform; (ii) Processing for User to be able to use the 
Platform; (iii) Processing to comply with other documented reasonable instructions provided by User (e.g., via 
email) where such instructions are consistent with the terms of the Agreement; (iv) Processing as required by Union 
or Member State law to which Data Processor is subject; in such a case, Data Processor shall inform the User of the 
legal requirement before processing, unless that law prohibits such information on important grounds of public 
interest.  
To the extent that Data Processor cannot comply with a request from User and/or its authorized users (including, 
without limitation, any instruction, direction, code of conduct, certification, or change of any kind), Data Processor 
(i) shall inform User, providing relevant details of the problem, (ii) Data Processor may, without any kind of liability 
towards User, temporarily cease all Processing of the affected Personal Data (other than securely storing those data), 
and (iii) if the Parties do not agree on a resolution to the issue in question and the costs thereof, each Party may, as 
its sole remedy, terminate the Agreement and this DPA with respect to the affected Processing, and User shall pay 
to Data Processor all the amounts owed to Data Processor or due before the date of termination. User will have no 
further claims against Data Processor (including, without limitation, requesting for Platform) due to the termination 
of the Agreement and/or the DPA in the situation described in this paragraph (excluding the obligations relating to 
the termination of this DPA set forth below). 

 
IRONSCALES will not be liable in the event of any claim brought by a third party, including, without limitation, a Data 
Subject, arising from any act or omission of IRONSCALES, to the extent that such is a result of User’s instructions. 

 

2.4 Details of the Processing. The subject-matter of Processing of Personal Data by Data Processor is the performance 
of the Platform pursuant to the Agreement. The duration of the Processing, the nature and purpose of the 
Processing, as well as the types of Personal Data Processed and categories of Data Subjects under this DPA are 
further specified in Schedule 1 (Details of the Processing) to this DPA. 

 

3. RIGHTS OF DATA SUBJECTS  

3.1 Data Subject Request. Data Processor shall, to the extent legally permitted, promptly notify User if Data Processor 
receives a request from a Data Subject to exercise the Data Subject's right of access, right to rectification, erasure 
(“right to be forgotten”), restriction of Processing, data portability, right to object, or its right not to be subject to 
automated individual decision making (“Data Subject Request”). Taking into account the nature of the Processing, 
Data Processor shall assist User by appropriate technical and organizational measures, insofar as this is possible, for 
the fulfilment of User’s obligation to respond to a Data Subject Request under Data Protection Laws and Regulations. 
In addition, to the extent User, in its use of the Platform, does not have the ability to address a Data Subject Request, 
Data Processor shall upon User’s request provide commercially reasonable efforts to assist User in responding to 
such Data Subject Request, to the extent Data Processor is legally permitted to do so and the response to such Data 
Subject Request is required under Data Protection Laws and Regulations. To the extent legally permitted, User shall 
be responsible for any costs arising from Data Processor’s provision of such assistance.  

 

4. IRONSCALES’ PERSONNEL  
4.1 Confidentiality.  Data Processor shall grant access to the Personal Data to persons under its authority (including, 

without limitation, its personnel) only on a need to know basis and ensure that such persons engaged in the 
Processing of Personal Data have committed themselves to confidentiality and non-disclosure. Data Processor will 
keep the list of persons to whom access to Personal Data has been granted under periodic review. On the basis of 
the said review, access to Personal Data can be withdrawn and in this case, Personal Data will not be accessible 
anymore to those persons.  

4.2 Data Processor may disclose and Process the Personal Data (a) as permitted hereunder (b) to the extent required by a 
court of competent jurisdiction or other Supervisory Authority and/or otherwise as required by applicable Data 
Protection Laws and Regulations (in such a case, Data Processor shall inform the User of the legal requirement 
before the disclosure, unless that law prohibits such information on important grounds of public interest), or (c) on 
a “need-to-know” basis under an obligation of confidentiality to its legal counsel(s), data protection advisor(s) and 
accountant(s). 

 
5. AUTHORIZATION REGARDING SUB-PROCESSORS  

5.1 Appointment of Sub-processors. User acknowledges and agrees that (a) Data Processor’s Affiliates may be used as 
Sub-processors; and (b) Data Processor and/or Data Processor’s Affiliates respectively may engage third-party Sub-
processors in connection with the provision of the Platform.  

5.2 List of Current Sub-processors and Notification of New Sub-processors. Data Processor shall make available to 
User the current list of Sub-processors used by Data Processor. Such Sub-processor list shall include the 
identities and details of those Sub-processors and their country of location (“Sub-processor List”). The Sub-
processor List as of the date of execution of this DPA, or as of the date of publication (as applicable), is hereby, or 
shall be (as applicable), authorized by User. In any event, the Sub-processor List shall be deemed authorized by User 
unless it provides a written reasonable objection for reasons related to the GDPR within three (3) business days 
following the publication of the Sub-processor List. User may reasonably object for reasons related to the GDPR to 
Data Processor’s use of an existing Sub-processor by providing a written objection to IRONSCALES. In the event 



User reasonably objects to an existing Sub-processor, as permitted in the preceding sentences, User may, as a sole 
remedy, terminate the applicable Agreement and this DPA with respect only to those Platform which cannot be 
provided by Data Processor without the use of the objected-to Sub-processor by providing written notice to Data 
Processor. User will have no further claims against Data Processor due to (i) past use of approved Sub-processors 
prior to the date of objection or (ii) the termination of the Agreement (including, without limitation, requesting) and the 
DPA in the situation described in this paragraph.  

5.3 Objection Right for New Sub-processors. User may reasonably object to Data Processor’s use of a new Sub-
processor for reasons related to the GDPR by notifying Data Processor promptly in writing within three (3) 
business days after receipt of Data Processor’s notice in accordance with the mechanism set out in Section 5.2 
and such written objection shall include the reasons related to the GDPR for objecting to Data Processor’s use 
of such new Sub-processor. Failure to object to such new Sub-processor in writing within three (3) business days 
following Data Processor’s notice shall be deemed as acceptance of the new Sub-Processor. In the event User 
reasonably objects to a new Sub-processor, as permitted in the preceding sentences, Data Processor will use 
reasonable efforts to make available to User a change in the Platform or recommend a commercially reasonable 
change to User’s use of the Platform to avoid Processing of Personal Data by the objected-to new Sub-processor 
without unreasonably burdening the User. If Data Processor is unable to make available such change within a 
reasonable period of time, which shall not exceed thirty (30) days, User may, as a sole remedy, terminate the 
applicable Agreement and this  DPA with respect only to those Platform which cannot be provided by Data 
Processor without the use of the objected-to new Sub-processor by providing written notice to Data Processor. Until 
a decision is made regarding the new Sub-processor, Data Processor may temporarily suspend the Processing of the 
affected Personal Data. User will have no further claims against Data Processor due to the termination of the Agreement 
and/or the DPA in the situation described in this paragraph. 

6. SECURITY 

6.1 Controls for the Protection of Personal Data. Data Processor shall maintain all industry-standard technical and 
organizational measures required pursuant to Article 32 of the GDPR for protection of the security (including 
protection against unauthorized or unlawful Processing and against accidental or unlawful destruction, loss or 
alteration or damage, unauthorized disclosure of, or access to, Personal Data), confidentiality and integrity of 
Personal Data. Data Processor regularly monitors compliance with these measures. Upon the User’s request, Data 
Processor will assist User, at User’s cost, in ensuring compliance with the obligations pursuant to Articles 32 to 36 
of the GDPR taking into account the nature of the processing and the information available to Data Processor. 

6.2 Third-Party Certifications and Audits. Upon User’s written request at reasonable intervals, and subject to the 
confidentiality obligations set forth in the Agreement and this DPA, Data Processor shall make available to User 
(or User’s independent, third-party auditor that is not a competitor of Data Processor) a copy of Data Processor’s 
then most recent third-party audits or certifications, as applicable (provided, however, that such audits, certifications 
and the results therefrom, including the documents reflecting the outcome of the audit and/or the certifications, shall only 
be used by User to assess compliance with this DPA and/or with applicable Data Protection Laws and Regulations, and 
shall not be used for any other purpose or disclosed to any third party without Data Processor’s prior written approval 
and, upon Data Processor's first request, User shall return all records or documentation in User's possession or control 
provided by Data Processor in the context of the audit and/or the certification). With respect to audits and inspections, 
the parties shall discuss in good faith and agree on the scope, timing and details of the audits and inspections. To the 
extent that Data Processor’s obligations in this section involve more than 8 hours/man of work, User shall bear the costs 
and expenses of complying with this clause. 

 

7. PERSONAL DATA INCIDENT MANAGEMENT AND NOTIFICATION 

Data Processor maintains security incident management policies and procedures and, to the extent required under 
applicable Data Protection Laws and Regulations, shall notify User without undue delay after becoming aware of the 
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to Personal Data, including 
Personal Data, transmitted, stored or otherwise Processed by Data Processor or its Sub-processors of which Data 
Processor becomes aware (a “Personal Data Incident”). Data Processor shall make reasonable efforts to identify 
the cause of such Personal Data Incident and take those steps as Data Processor deems necessary and reasonable 
in order to remediate the cause of such a Personal Data Incident to the extent the remediation is within Data 
Processor’s reasonable control. The obligations herein shall not apply to incidents that are caused by User or User’s 
users. In any event, User will be the party responsible for notifying supervisory authorities and/or concerned data subjects 
(where required by Data Protection Laws and Regulations). 

8. DELETION OF PERSONAL DATA 
Subject to the Agreement, Data Processor shall, upon the written request of User, delete the Personal Data after the 
end of the provision of the Platform relating to processing, unless applicable law requires storage of the Personal 
Data. In any event, to the extent required or allowed by applicable law, Data Processor may retain one copy of the 
Personal Data for evidence purposes and/or for the establishment, exercise or defense of legal claims and/or to comply 
with applicable laws and regulations.  

9. AUTHORIZED AFFILIATES 

9.1 Contractual Relationship. The Parties acknowledge and agree that, by executing the DPA, the User enters into 
the DPA on behalf of itself and, as applicable, in the name and on behalf of its Authorized Affiliates, thereby 



establishing a separate DPA between Data Processor. Each Authorized Affiliate agrees to be bound by the 
obligations under this DPA. All access to and use of the Platform by Authorized Affiliates must comply with the 
terms and conditions of the Agreement and this DPA and any violation of the terms and conditions therein by an 
Authorized Affiliate shall be deemed a violation by User. 

9.2 Communication. The User shall remain responsible for coordinating all communication with Data Processor under 
the Agreement and this DPA and shall be entitled to make and receive any communication in relation to this DPA 
on behalf of its Authorized Affiliates. 

10. OTHER PROVISIONS 

10.1 Collaboration with Users’ Data Protection Impact Assessments. Upon User’s written request, Data Processor shall 
provide User, at User’s cost, with reasonable cooperation and assistance needed to fulfil User’s obligation under 
the GDPR to carry out a data protection impact assessment related to User’s use of the Platform, to the extent User 
does not otherwise have access to the relevant information, and to the extent such information is available to Data 
Processor. Data Processor shall provide, at User’s cost, reasonable assistance to User in the cooperation or 
prior consultation with the Supervisory Authority in the performance of its tasks relating to Section 10.2 of this 
DPA, to the extent required under the GDPR. 

10.2 Transfer mechanisms for data transfers.  

a) Transfers to countries that offer adequate level of data protection: Personal Data may be transferred from the EU 
Member States, the three EEA member countries (Norway, Liechtenstein and Iceland) and the United Kingdom 
(collectively, “EEA”) to countries that offer adequate level of data protection under or pursuant to the adequacy 
decisions published by the relevant data protection authorities of the EEA, the Union, the Member States or the 
European Commission (“Adequacy Decisions”), without any further safeguard being necessary. 

b) Transfers of Personal Data to the United States: If the Processing of Personal Data includes transfers from the EEA 
to the United States, the parties shall transfer Personal data only to recipients that have certified their compliance with 
the EU-US and/or Swiss-US Privacy Shield Program. Each party shall ensure that each such recipient maintain its 
certification under the Privacy Shield for so long as it maintains any of the Personal Data transferred to it by such party. 
In the event that EU authorities or courts determine that the Privacy Shield is not an appropriate basis for transfers, 
Subsection (c) shall apply to transfer of Personal Data to the United States. 

c) Transfers to other countries: If the Processing of Personal Data includes transfers from the EEA to countries which do 
not offer adequate level of data protection or which have not been subject to an Adequacy Decision (“Other Countries”), 
the Parties shall comply with Article 46 of the GDPR, and shall execute the standard data protection clauses adopted by the 
relevant data protection authorities of the EEA, the Union, the Member States or the European Commission or comply 
with any of the other mechanisms provided for in the GDPR for transferring Personal Data to such Other Countries. 

10.3 For clarity, responsibility for compliance with the obligations corresponding to Data Controllers under Data Protection 
Laws and Regulations shall rest with User and not with IRONSCALES. IRON SCALES may, at User’s cost, provide 
reasonable assistance to User with regards to such obligations. 

10.4 Termination. This DPA shall automatically terminate upon the termination or expiration of the Agreement under which 
the Platform are provided. This Section 10 and Section 2.2 shall survive the termination or expiration of this DPA for 
any reason. This DPA cannot, in principle, be terminated separately to the Agreement, except where the Processing ends 
before the termination of the Agreement, in which case, this DPA shall automatically terminate. 

10.5 Amendments; Relationship with Agreement. This DPA may be amended by IRONSCALES at any time by posting the 
modified DPA at www.ironscales.com. Such modifications will be effective seven (7) days after such posting, unless 
express otherwise. Therefore, we ask you to check back periodically for the latest version of this DPA.. In the event of 
any conflict between the provisions of this DPA and the provisions of the Agreement, the provisions of this DPA shall 
prevail over the conflicting provisions of the Agreement.  

This DPA shall only become legally binding between User and Data Processor when the formalities steps set out 
in the Section “INSTRUCTIONS ON HOW TO EXECUTE THIS DPA” below have been fully completed.  

 
 
 
 
 
 

SCHEDULE 1 - DETAILS OF THE PROCESSING 
 

Subject matter 
 

Data Processor will Process Personal Data as necessary to perform the Platform pursuant to the Agreement, as further 
instructed by User in its use of the Platform. 

 
Nature and Purpose of Processing 

 
1. Providing the Service(s) to User. 
2. Setting up an account/account(s) for User. 



3. Setting up profile(s) for users authorized by Users. 
4. For User to be able to use the Platform. 
5. For Data Processor to comply with documented reasonable instructions provided by User where such instructions 

are consistent with the terms of the Agreement.  
6. Performing the Agreement, this DPA and/or other contracts executed by the Parties.  
7. Providing support and technical maintenance, if agreed in the Agreement. 
8. Resolving disputes. 
9. Enforcing the Agreement, this DPA and/or defending Data Processor’s rights. 
10. Management of the Agreement, the DPA and/or other contracts executed by the Parties, including fees, account 

administration, accounting, tax, management, litigation.  
11. Complying with applicable laws and regulations, including for cooperating with local and foreign tax authorities, 

preventing fraud, money laundering and terrorist financing. 
12. All tasks related with any of the above. 

 
Duration of Processing 

 
Subject to any Section of the DPA and/or the Agreement dealing with the duration of the Processing and the 
consequences of the expiration or termination thereof, Data Processor will Process Personal Data for the duration of the 
Agreement, unless otherwise agreed upon in writing. 

 
Type of Personal Data 

 
User may submit Personal Data to the Platform, the extent of which is determined and controlled by User in its sole 
discretion, and which may include, but is not limited to the following categories of Personal Data:  

 
● First name 
● Last name 
● Email address 
● Title 
● Personal Data contained in email headers scanned by the Platform. 
● Any other Personal Data that the User decides to provide to the Data Processor in connection with the Platform. 

 
 

In some limited circumstances Personal Data may also come from others sources, for example, in the case of anti-money 
laundering research, fraud detection or as required by applicable law. For clarity, User shall always be deemed the “Data 
Controller” and IRONSCALES shall always be deemed the “data processor” (as such terms are defined in the GDPR).    

 
Categories of Data Subjects 

 
User may submit Personal Data to the Platform, the extent of which is determined and controlled by User in its sole 
discretion, and which may include, but is not limited to Personal Data relating to the following categories of data 
subjects: 

 
● User’s users and/or Users 
● User’s users authorized by User to use the Platform 
● Employees, agents, advisors, freelancers of User (who are natural persons) 
● Prospects, Users, business partners and vendors of User (who are natural persons) 
● Employees or contact persons of User’s prospects, Users, business partners and vendors 
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